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Dear User!  

Thank you for choosing our product. We hope that this documentation will help you in your work and will provide answers 
to most of the questions regarding this software product. 

Any type of reproduction or distribution of any materials, including translations, is allowed only with the written permission 
of Kaspersky Lab. 

This document and graphic images related to it may be used exclusively for informational, non-commercial, and personal 
purposes. 

This document may be amended without additional notification. You can find the latest version of this document at the 
Kaspersky Lab website, at http://www.kaspersky.com/docs. 

Kaspersky Lab assumes no liability for the content, quality, relevance, or accuracy of any materials used in this document 
for which the rights are held by third parties, or for any potential damages associated with the use of such documents. 

The document contains names used as registered or unregistered trademarks. All such trademarks are the property of 
their corresponding owners. 

 

Copyright É Kaspersky Lab 1997-2009 

http://www.kaspersky.com 
http://support.kaspersky.com 

Revision date: 17.05.2009 

 

http://www.kaspersky.com/docs
http://www.kaspersky.com/
http://support.kaspersky.com/


 

 

 

 

 

 

3  

 

CONTENTS  

INTRODUCTION ........................................................................................................................................................... 9 

Distribution kit .......................................................................................................................................................... 9 

Services provided for registered users................................................................................................................... 10 

Hardware and software system requirements ........................................................................................................ 10 

KASPERSKY ANTI-VIRUS 2010 ................................................................................................................................ 11 

Obtaining information about the application ........................................................................................................... 11 

Sources of information to research on your own .............................................................................................. 11 

Contacting the Sales Department .................................................................................................................... 12 

Contacting the Technical Support service ........................................................................................................ 12 

Discussing Kaspersky Lab applications on the web forum ............................................................................... 13 

WHAT'S NEW IN KASPERSKY ANTI-VIRUS 2010 .................................................................................................... 14 

THE CONCEPT OF YOUR COMPUTER PROTECTION ............................................................................................ 15 

Protection components .......................................................................................................................................... 15 

Virus scan tasks ..................................................................................................................................................... 17 

Update ................................................................................................................................................................... 17 

Protection of data and online activity ..................................................................................................................... 17 

Wizards and Tools ................................................................................................................................................. 18 

Support features of the program ............................................................................................................................ 18 

INSTALLING KASPERSKY ANTI-VIRUS .................................................................................................................... 20 

Step 1. Searching for a newer version of the application ....................................................................................... 21 

Step 2. Verifying that the system satisfies the installation requirements ................................................................ 21 

Step 3. Selecting the type of the installation .......................................................................................................... 21 

Step 4. Viewing the License Agreement ................................................................................................................ 21 

Step 5. Kaspersky Security Network Data Collection Statement ........................................................................... 22 

Step 6. Selecting the destination folder.................................................................................................................. 22 

Step 7. Selecting application components for the installation ................................................................................ 22 

Step 8. Using application settings saved after previous installation ....................................................................... 23 

Step 9. Searching for other anti-virus applications ................................................................................................. 23 

Step 10. Final preparation for installation............................................................................................................... 23 

Step 11. Completing the installation ...................................................................................................................... 24 

GETTING STARTED ................................................................................................................................................... 25 

Application Configuration Wizard ........................................................................................................................... 26 

Step 1. Activating the application ..................................................................................................................... 26 

Step 2. Selecting protection mode ................................................................................................................... 28 

Step 3. Configuring application update ............................................................................................................ 28 

Step 4. Restricting access to the application .................................................................................................... 28 

Step 5. Selecting threats to be detected .......................................................................................................... 29 

Step 6. Closing the Wizard ............................................................................................................................... 29 

Updating the application ........................................................................................................................................ 29 

Scanning computer for viruses .............................................................................................................................. 30 

Scanning computer for vulnerabilities .................................................................................................................... 30 

Managing license ................................................................................................................................................... 30 

Subscribing for the automatic license renewal ....................................................................................................... 31 

Participating in Kaspersky Security Network .......................................................................................................... 32 



 

 

 

 

 

 

 K A S P E R S K Y  A N T I - V I R U S  2 0 1 0  

 

4  

 

Security Management ............................................................................................................................................ 33 

Protection status .................................................................................................................................................... 34 

Pausing protection ................................................................................................................................................. 35 

APPLICATION INTERFACE ....................................................................................................................................... 36 

Notification area icon ............................................................................................................................................. 36 

Context menu ........................................................................................................................................................ 37 

Main window of Kaspersky Anti-Virus .................................................................................................................... 38 

Notifications ........................................................................................................................................................... 40 

Application settings window ................................................................................................................................... 40 

COMPUTER FILE SYSTEM PROTECTION ............................................................................................................... 41 

Component operation algorithm ............................................................................................................................. 42 

Changing security level of files and memory .......................................................................................................... 43 

Changing actions to be performed on detected objects ......................................................................................... 43 

Creating a protection scope ................................................................................................................................... 44 

Using heuristic analysis ......................................................................................................................................... 45 

Scan optimization .................................................................................................................................................. 45 

Scan of compound files.......................................................................................................................................... 45 

Scanning large compound files .............................................................................................................................. 46 

Changing the scan mode ....................................................................................................................................... 46 

Scan technology .................................................................................................................................................... 47 

Pausing the component: creating a schedule ........................................................................................................ 48 

Pausing the component: creating an applications list ............................................................................................ 49 

Restoring default protection settings ...................................................................................................................... 50 

MAIL PROTECTION.................................................................................................................................................... 51 

Component operation algorithm ............................................................................................................................. 52 

Changing email protection security level................................................................................................................ 53 

Changing actions to be performed on detected objects ......................................................................................... 53 

Creating a protection scope ................................................................................................................................... 54 

Email scanning in Microsoft Office Outlook ............................................................................................................ 54 

Email scanning in The Bat! .................................................................................................................................... 55 

Using heuristic analysis ......................................................................................................................................... 55 

Scan of compound files.......................................................................................................................................... 56 

Attachment filtering ................................................................................................................................................ 56 

Restoring default mail protection settings .............................................................................................................. 57 

WEB TRAFFIC PROTECTION .................................................................................................................................... 58 

Component operation algorithm ............................................................................................................................. 59 

Changing HTTP traffic security level ...................................................................................................................... 60 

Changing actions to be performed on detected objects ......................................................................................... 60 

Creating a protection scope ................................................................................................................................... 60 

Selecting the scan type .......................................................................................................................................... 61 

Kaspersky URL advisor ......................................................................................................................................... 62 

Using heuristic analysis ......................................................................................................................................... 63 

Scan optimization .................................................................................................................................................. 63 

Restoring default web protection settings .............................................................................................................. 64 

PROTECTING INSTANT MESSENGERS TRAFFIC .................................................................................................. 65 

Component operation algorithm ............................................................................................................................. 66 

Creating a protection scope ................................................................................................................................... 66 



 

 

 

 

 

   C O N T E N T S  

 

5  

 

Selecting the scan method ..................................................................................................................................... 66 

Using heuristic analysis ......................................................................................................................................... 67 

PROACTIVE DEFENSE .............................................................................................................................................. 68 

Using the list of dangerous activity ........................................................................................................................ 68 

Changing the dangerous activity monitoring rule ................................................................................................... 69 

Creating a group of trusted applications ................................................................................................................ 70 

System accounts control ........................................................................................................................................ 70 

COMPUTER SCAN ..................................................................................................................................................... 71 

Virus scan .............................................................................................................................................................. 71 

Starting the virus scan task .............................................................................................................................. 73 

Creating a shortcut for task execution .............................................................................................................. 74 

Creating a list of objects to scan ...................................................................................................................... 74 

Changing security level .................................................................................................................................... 75 

Changing actions to be performed on detected objects ................................................................................... 75 

Changing the type of objects to scan ............................................................................................................... 76 

Scan optimization ............................................................................................................................................. 76 

Scanning removable disk drives ....................................................................................................................... 77 

Scan of compound files .................................................................................................................................... 78 

Scan technology ............................................................................................................................................... 79 

Changing the scan method .............................................................................................................................. 79 

Run mode: creating a schedule ........................................................................................................................ 80 

Run mode: specifying an account .................................................................................................................... 80 

Features of scheduled task launch ................................................................................................................... 81 

Restoring default scan settings ........................................................................................................................ 81 

Vulnerability scan ................................................................................................................................................... 81 

Starting the vulnerability scan task ................................................................................................................... 82 

Creating a shortcut for task execution .............................................................................................................. 83 

Creating a list of objects to scan ...................................................................................................................... 83 

Run mode: creating a schedule ........................................................................................................................ 83 

Run mode: specifying an account .................................................................................................................... 84 

UPDATE ...................................................................................................................................................................... 85 

Starting update ...................................................................................................................................................... 86 

Rolling back the last update ................................................................................................................................... 87 

Selecting an update source ................................................................................................................................... 87 

Using the proxy server ........................................................................................................................................... 88 

Regional settings ................................................................................................................................................... 88 

Actions to be performed after the update ............................................................................................................... 88 

Updating from a local folder ................................................................................................................................... 89 

Changing the update taskôs run mode ................................................................................................................... 89 

Running updates under a different user's account ................................................................................................. 90 

APPLICATION SETTINGS CONFIGURATION ........................................................................................................... 91 

Protection ............................................................................................................................................................... 92 

Enabling / disabling computer protection.......................................................................................................... 93 

Starting Kaspersky Anti-Virus at the operating system's startup ...................................................................... 93 

Using interactive protection mode .................................................................................................................... 94 

Restricting access to Kaspersky Anti-Virus ...................................................................................................... 94 

File Anti-Virus ........................................................................................................................................................ 94 



 

 

 

 

 

 

 K A S P E R S K Y  A N T I - V I R U S  2 0 1 0  

 

6  

 

Mail Anti-Virus ........................................................................................................................................................ 95 

Web Anti-Virus ....................................................................................................................................................... 96 

IM Anti-Virus .......................................................................................................................................................... 96 

Proactive Defense ................................................................................................................................................. 97 

Scan....................................................................................................................................................................... 98 

Update ................................................................................................................................................................... 99 

Settings .................................................................................................................................................................. 99 

Kaspersky Anti-Virus self-defense ................................................................................................................... 99 

Advanced disinfection technology .................................................................................................................. 100 

Using Kaspersky Anti-Virus on a laptop ......................................................................................................... 100 

Computer performance during task execution ................................................................................................ 100 

Exporting / importing Kaspersky Anti-Virus settings ....................................................................................... 101 

Restoring the default settings ......................................................................................................................... 101 

Threats and exclusions .................................................................................................................................. 102 

Network .......................................................................................................................................................... 106 

Notifications .................................................................................................................................................... 109 

Reports and Storages .................................................................................................................................... 111 

Feedback ....................................................................................................................................................... 114 

Application's appearance ............................................................................................................................... 114 

Using Kaspersky Anti-Virus profiles ............................................................................................................... 115 

ADDITIONAL FEATURES ......................................................................................................................................... 117 

Virtual keyboard ................................................................................................................................................... 117 

Rescue disk ......................................................................................................................................................... 118 

Creating the rescue disk................................................................................................................................. 119 

Booting the computer using the rescue disk................................................................................................... 119 

Browser configuration .......................................................................................................................................... 120 

Restoring after infection ....................................................................................................................................... 121 

Privacy Cleaner Wizard ....................................................................................................................................... 121 

REPORTS ................................................................................................................................................................. 123 

Selecting a component or a task to create a report ............................................................................................. 124 

Managing grouping of information in the report ................................................................................................... 124 

Report readiness notification ............................................................................................................................... 125 

Selecting event types ........................................................................................................................................... 125 

Displaying data on the screen .............................................................................................................................. 126 

Table or graphic presentation of statistical information ........................................................................................ 127 

Saving a report into a file ..................................................................................................................................... 127 

Using complex filtering ......................................................................................................................................... 128 

Events search ...................................................................................................................................................... 128 

NOTIFICATIONS ....................................................................................................................................................... 130 

Malicious object detected ..................................................................................................................................... 131 

Object cannot be disinfected ................................................................................................................................ 132 

Special treatment required ................................................................................................................................... 132 

Dangerous object detected in traffic .................................................................................................................... 132 

Suspicious object detected .................................................................................................................................. 133 

Dangerous activity detected in the system ........................................................................................................... 133 

Hidden process detected ..................................................................................................................................... 134 

Attempt to access the system registry detected ................................................................................................... 135 

Phishing attack detected ...................................................................................................................................... 135 



 

 

 

 

 

   C O N T E N T S  

 

7  

 

Suspicious link detected ...................................................................................................................................... 136 

Invalid certificate detected ................................................................................................................................... 136 

VALIDATING KASPERSKY ANTI-VIRUS SETTINGS .............................................................................................. 137 

Test "virus" EICAR and its modifications ............................................................................................................. 137 

Testing the HTTP traffic protection ...................................................................................................................... 138 

Testing the SMTP traffic protection ...................................................................................................................... 139 

Validating File Anti-Virus settings ........................................................................................................................ 139 

Validating virus scan task settings ....................................................................................................................... 140 

WORKING WITH THE APPLICATION FROM THE COMMAND LINE ...................................................................... 141 

Activating the application ..................................................................................................................................... 142 

Managing application components and tasks ...................................................................................................... 143 

Virus scan ............................................................................................................................................................ 144 

Updating the application ...................................................................................................................................... 147 

Rolling back the last update ................................................................................................................................. 148 

Exporting protection settings ................................................................................................................................ 148 

Importing protection settings ................................................................................................................................ 148 

Starting the application ........................................................................................................................................ 149 

Stopping the application....................................................................................................................................... 149 

Creating a trace file .............................................................................................................................................. 149 

Viewing Help ........................................................................................................................................................ 150 

Return codes of the command line ...................................................................................................................... 150 

ELIMINATING PROBLEMS ....................................................................................................................................... 151 

Creating a system state report ............................................................................................................................. 151 

Creating a trace file .............................................................................................................................................. 152 

Sending data files ................................................................................................................................................ 152 

Executing AVZ script............................................................................................................................................ 153 

KASPERSKY SECURITY NETWORK DATA COLLECTION STATEMENT ............................................................. 155 

USING THIRD-PARTY CODE ................................................................................................................................... 158 

CryptoEx LLC ...................................................................................................................................................... 159 

Fastscript 1.9 library............................................................................................................................................. 159 

Libnkfm 7.4.7.7 library.......................................................................................................................................... 159 

GNU bison parser library ..................................................................................................................................... 160 

AGG 2.4 library .................................................................................................................................................... 160 

OpenSSL 0.9.8d library........................................................................................................................................ 160 

Gecko SDK 1.8 library ......................................................................................................................................... 162 

Zlib 1.2 library ...................................................................................................................................................... 162 

Libpng 1.2.8, 1.2.29 library .................................................................................................................................. 162 

Libnkfm 2.0.5 library............................................................................................................................................. 162 

Expat 1.2, 2.0.1 library ......................................................................................................................................... 162 

Info-ZIP 5.51 library ............................................................................................................................................. 163 

Windows Installer XML (WiX) 2.0 library .............................................................................................................. 163 

Passthru library .................................................................................................................................................... 166 

Filter library .......................................................................................................................................................... 166 

Netcfg library ........................................................................................................................................................ 166 

Pcre 3.0 library ..................................................................................................................................................... 166 

RFC1321-based (RSA-free) MD5 library ............................................................................................................. 167 

Windows Template Library (WTL 7.5).................................................................................................................. 167 



 

 

 

 

 

 

 K A S P E R S K Y  A N T I - V I R U S  2 0 1 0  

 

8  

 

Libjpeg 6b library ................................................................................................................................................. 169 

Libungif 3.0 library ............................................................................................................................................... 171 

Libxdr library ........................................................................................................................................................ 171 

Tiniconv - 1.0.0 library.......................................................................................................................................... 171 

Bzip2/libbzip2 1.0.5 library ................................................................................................................................... 176 

Libspf2-1.2.9 library ............................................................................................................................................. 177 

Protocol Buffer library .......................................................................................................................................... 177 

GLOSSARY ............................................................................................................................................................... 179 

KASPERSKY LAB ..................................................................................................................................................... 186 

LICENSE AGREEMENT ........................................................................................................................................... 187 

INDEX ....................................................................................................................................................................... 193 
  



 

 

 

 

 

 

9  

 

INTRODUCTION  

IN THIS SECTION : 

Distribution kit .................................................................................................................................................................... 9 

Services provided for registered users .............................................................................................................................. 9 

Hardware and software system requirements ................................................................................................................. 10 

 
 

DISTRIBUTION KIT  

You can purchase the boxed version of Kaspersky Anti-Virus from our resellers, or purchase it online from Internet shops, 
such as the eStore  section of http://www.kaspersky.com. 

If you buy the boxed version of the program, the package will include: 

 A sealed envelope with the installation CD containing the program files and documentation in PDF format. 

 Documentation in printed form, notably User Guide and Quick Start documents. 

 License Agreement (depending on the region). 

 Activation card containing an activation code and the application activation manual (depending on the region). 

The End-User License Agreement is a legal agreement between you and Kaspersky Lab that specifies the terms under 
which you may use the software you have purchased. 

Read the EULA through carefully! 

If you do not agree with the terms of the EULA, you can return your boxed product to the reseller from whom you 
purchased it and be reimbursed the amount you paid for the program, provided that the envelope containing the 
installation disk is still sealed. 

By opening the sealed installation disk, you accept all the terms of the EULA. 
 

Before breaking the seal on the installation disk envelope, carefully read through the EULA. 

If you buy Kaspersky Anti-Virus from eStore, you will download the product from the Kaspersky Lab website; the present 
User Guide is included with the installation package. You will be sent an activation code by email after your payment has 
been received. 
 

http://www.kaspersky.com/
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SERVICES PROVIDED FOR  REGISTERED USERS  

Kaspersky Lab offers an extensive service package to all legally registered users, thus enabling them to boost the 
application's performance. 

After purchasing a license, you become a registered user and, during the period of your license, you will be provided with 
these services: 

 hourly updates to the application databases and updates to the software package; 

 support on issues related to the installation, configuration and use of the purchased software product. Services 
will be provided by phone or via email; 

 notifications about new Kaspersky Lab products and new viruses appearing worldwide. This service is available 
to users who have subscribed to Kaspersky Lab news mailing on the Technical Support Service web site 
(http://support.kaspersky.com/subscribe). 

 

Support on issues related to the performance and the use of operating systems, or other non-Kaspersky technologies, is 
not provided. 

 
 

HARDWARE AND SOFTWARE  SYSTEM REQUIREMENTS  

For a proper functioning of Kaspersky Anti-Virus 2010, a computer should meet the following minimum requirements:  

General requirements:  

 300 MB free hard drive space. 

 CD-ROM (for installation of Kaspersky Anti-Virus 2010 from the installation CD). 

 Microsoft Internet Explorer 6.0 or higher (for updating application's databases and software modules via 
Internet). 

 Microsoft Windows Installer 2.0. 

 Microsoft Windows XP Home Edition (Service Pack 2), Microsoft Windows XP Professional (Service Pack 2), 
Microsoft Windows XP Professional x64 Edition: 

 Intel Pentium 300 MHz processor or higher (or a compatible equivalent). 

 256 MB free RAM. 

 Microsoft Windows Vista Home Basic, Microsoft Windows Vista Home Premium, Microsoft Windows Vista Business, 
Microsoft Windows Vista Enterprise, Microsoft Windows Vista Ultimate: 

 Intel Pentium 800 MHz 32-bit (x86) / 64-bit (x64) processor or higher (or a compatible equivalent). 

 512 MB free RAM. 
 

 

http://support.kaspersky.com/subscribe
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KASPERSKY ANTI -VIRUS 2010  

Kaspersky Anti-Virus 2010 is a new generation of information security solutions.  

What really sets Kaspersky Anti-Virus 2010 apart from other software, even from other Kaspersky Lab products, is the 
multifaceted approach to data security on the user's computer.  

IN THIS SECTION : 

Obtaining information about the application .................................................................................................................... 11 

 
 

OBTAINING INFORMATION  ABOUT THE APPLICATIO N  

If you have any questions regarding purchasing, installing or using the application, answers are readily available. 

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable of them, 
with regard to the question importance and urgency. 

IN THIS SECTION : 

Sources of information to research on your own ............................................................................................................. 11 

Contacting the Sales Department .................................................................................................................................... 12 

Contacting the Technical Support service ....................................................................................................................... 12 

Discussing Kaspersky Lab applications on the web forum .............................................................................................. 13 

 
 

SOURCES OF INFORMATIO N TO RESEARCH ON Y OUR OWN  

You may refer to the following sources of information about the application: 

 application page at the Kaspersky Lab website; 

 application page at the Technical Support Service website (in the Knowledge Base); 

 service page of FastTrack Support; 

 Help system; 

 documentation. 

Application page at the Kaspersky Lab website  

http://www.kaspersky.com/kaspersky_anti-virus 

This page will provide you with general information on the application, its features and options. 

Application page at the Technical Support Service website (Knowledge Base)  

http://support.kaspersky.com/kav2010 

http://www.kaspersky.com/kaspersky_anti-virus
http://support.kaspersky.com/kav2010
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On this page, you will find the articles created by Technical Support Service specialists. 

These articles contain useful information, recommendations and FAQ on purchasing, installation and use of the 
application. They are assorted by their subject, such as Managing key files, Setting database updates, or Eliminating 
operation failures. The articles may provide answers to the questions that concern not only this application but the 
other Kaspersky Lab products as well; they may also contain the news from Technical Support service. 

FastTrack Support service  

On this service page, you can find the base of FAQs with answers which is updated on a regular basis. To use this 
service, you will need an Internet connection. 

To go to the service page, in the main application window click the Support  link, and in the window that will open 
click the FastTrack Support  button. 

Help system  

The application installation package includes the full and context help file that contains the information about how to 
manage the computer protection (view protection status, scan various computer areas for viruses, execute other 
tasks), and the information on each application window such as the list of its proper settings and their description, 
and the list of tasks to execute. 

To open the help file, click the Help  button in the required window, or press the <F1> key. 

Documentation  

Kaspersky Anti-Virus installation package includes the User Guide  document (in PDF format). This document 

contains descriptions of the application's features and options as well as main operation algorithms. 
 

CONTACTING THE SALES DEPARTMENT  

If you have questions about selecting or purchasing the application or extending your license, please phone the Sales 
Department in our Moscow Central Office, at: 

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00 

The service languages are Russian and English. 

You can also send your questions to Sales Department specialists by email to sales@kaspersky.com. 
 

CONTACTING THE TECHNICAL SUPPORT SERVICE  

If you have already purchased Kaspersky Anti-Virus, you can obtain information about it from the Technical Support 
service, either over the phone or via the Internet. 

Technical Support service specialists will answer any of your questions about installing and using the application. They 
will also help you to eliminate the consequences of malware activities if your computer has been infected. 

Before contacting the Technical Support Service, please read the Support rules for Kaspersky Labôs products 
(http://support.kaspersky.com/support/rules). 

An email request to the Technical Support Service  

You can ask your question in Russian, English, German, French or Spanish. 

The Technical Support Service will respond to your request in your Kaspersky Account (https://my.kaspersky.com) 
and by the email you have specified in your request. 

mailto:sales@kaspersky.com
http://support.kaspersky.com/support/rules
https://my.kaspersky.com/
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Describe the problem you have encountered in the request web form providing as much detail as possible. Specify 
the following in the mandatory fields: 

 Request type . Select the subject that corresponds to the problem the most strictly, for example: Problem with 

product installation/uninstallation, or Problem with searching/eliminating viruses. If you have not found an 
appropriate topic, select "General Question". 

 Application name and version number . 

 Request text . Describe the problem you have encountered providing as much details as possible. 

 Customer ID and password . Enter the client number and the password you have received during the 

registration at the Technical Support service website. 

 Email address . The Technical Support service will send an answer to your question to this email address. 

Technical support by phone  

If you have an urgent problem you can call your local Technical Support service. Before calling Russian-speaking 
(http://support.kaspersky.ru/support/support_local) or international 
(http://support.kaspersky.com/support/international) technical support specialists, please collect the information 
(http://support.kaspersky.com/support/details) about your computer and the anti-virus application on it. This will let 
our specialists help you more quickly. 

 

DISCUSSING K ASPERSKY LAB APPLICATIONS ON T HE WEB FORUM  

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users in 
our forum at http://forum.kaspersky.com. 

In this forum you can view existing topics, leave your comments, create new topics and use the search engine. 

 

http://support.kaspersky.ru/support/support_local
http://support.kaspersky.com/support/international
http://support.kaspersky.com/support/details
http://forum.kaspersky.com/
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WHAT'S NEW IN KASPER SKY ANTI -VIRUS 

2010  

Kaspersky Anti-Virus 2010 is a comprehensive data protection tool. The multifaceted protection covers all channels for 
data transfer and exchange. Flexible configuration provided for any component lets users completely adapt Kaspersky 
Anti-Virus to their specific needs.  

Let us take a closer look at the innovations in Kaspersky Anti-Virus 2010. 

The new in protection: 

 New component IM Anti-Virus (see page 65) ensures safe operation of various applications for instant 
messaging. Component scans messages for the presence of malicious objects. 

 Kaspersky Anti-Virus includes the URL scanning module (see page 62) managed by Web Anti-Virus. This 
module checks if links located on the web page belong to the list of suspicious and phishing web addresses. 
This module is built in Microsoft Internet Explorer and Mozilla Firefox browsers as a plug-in. 

 Monitoring access to phishing websites and protection against phishing attacks are performed by scanning links 
in messages and on web pages, and also by using the database of phishing addresses when an attempt to 
access websites is detected. You can check web addresses if they are included in the list of phishing web 
addresses; this option is only available for Web Anti-Virus (see page 61) and IM Anti-Virus (see page 66). 

 A new tool called vulnerability scan (see page 81) has been added in the list of scan tasks; it makes easy to 
detect and eliminate security threats and vulnerabilities in the applications installed on your computer and in the 
operating system's settings. 

The new in the interface: 

 A new approach to the protection management called My Protection has been implemented. Computer 
protection is ensured in three different directions: user's files and personal data, operating system objects and 
applications installed on the computer, and network activity. A specific set of Kaspersky Anti-Virus components 
is applied to each of the protection directions. With My Protection, the user can find out which component 
provides protection for a certain resource category, and quickly switch to editing its settings. 

 Wizards and Tools (see page 18), which help execute specific tasks of providing computer's security, are 
grouped in the Security+  section. 
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THE CONCEPT OF YOUR COMPUTER 

PROTECTION  

Kaspersky Anti-Virus ensures protection of your computer against known and new threats. Each type of threat is 
processed by a separate application component. This makes setup flexible, with easy configuration options for all 
components, which can be tailored to the needs of a specific user or the business as a whole.  

Kaspersky Anti-Virus includes the following protection tools:  

 Protection components (see page 15) providing protection of: 

 files and personal data;  

 system; 

 network activity. 

 Virus scan tasks (see page 17) used to scan individual files, folders, drives, areas or the entire computer for 
viruses.  

 Update (see page 17), ensuring the up-to-date status of the internal application modules, and the databases 
used to scan for malicious programs, and to detect network attacks and spam messages. 

 Wizards and tools (see page 18) facilitating the execution of tasks occurring during the operation of Kaspersky 
Anti-Virus. 

 Support features (see page 18) that provide information support for working with the program and expanding its 
capabilities. 

 

IN THIS SECTION : 

Protection components .................................................................................................................................................... 15 

Virus scan tasks .............................................................................................................................................................. 17 

Update ............................................................................................................................................................................. 17 

Protection of data and online activity ............................................................................................................................... 17 

Wizards and Tools ........................................................................................................................................................... 18 

Support features of the program ...................................................................................................................................... 18 

 
 

PROTECTION COMPONENTS  

The following protection components provide defense for your computer in real time: 

File Anti-Virus (see page 41) 

File Anti-Virus monitors the file system of the computer. It scans all files that can be opened, executed or saved on 
your computer and all attached disk drives. Kaspersky Anti-Virus intercepts each attempt to access a file and scans 
such file for known viruses. The file can only be processed further if the file is not infected or is successfully treated 
by the application. If a file cannot be disinfected for any reason, it will be deleted, with a copy of the file saved in 
backup, or moved to quarantine.  
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Mail Anti-Virus (see page 51) 

Mail Anti-Virus scans all incoming and outgoing email messages on your computer. It analyzes emails for malicious 
programs. The email is available to the addressee only if it does not contain dangerous objects. The component also 
analyzes email messages to detect phishing.  

Web Anti-Virus (see page 58)  

Web Anti-Virus intercepts and blocks scripts on websites if they pose a threat. All HTTP traffic is subject to careful 
inspection. The component also analyzes web pages to detect phishing.  

IM Anti-Virus (see page 65) 

IM Anti-Virus ensures the safe use of Internet pagers. The component protects information that comes to your 
computer via IM protocols. IM Anti-Virus ensures safe operation of various applications for instant messaging. 

Proactive Defense (see page 68) 

Proactive Defense allows to detect a new malicious program before it performs its malicious activity. The component 
is designed around monitoring and analyzing the behavior of all applications installed on your computer. Judging by 
the actions executed by an application, Kaspersky Anti-Virus makes a decision. Is the application potentially 
dangerous? So your computer is protected not only from known viruses, but from new ones as well that still have not 
been discovered.  

Anti-Phishing 

A component, integrated into Web Anti-Virus and IM Anti-Virus, which allows to check web addresses for presence 
in the list of phishing and suspicious web addresses. 

Some protection components are available in Kaspersky Internet Security 2010 only. Among them: 

Application Control 

Application Control logs the actions performed by applications in the system, and manages the applications' 
activities, based on which group the component assigns them to. A set of rules is defined for each group of 
applications. These rules manage applications' access to various resources.  

Firewall 

Firewall ensures security for your work in local networks and on the Internet. The component filters all network 
activities using rules of two types: rules for applications and packet rules.  

Proactive Defense 

Proactive Defense allows to detect a new malicious program before it performs its malicious activity. The component 
is designed around monitoring and analyzing the behavior of all applications installed on your computer. Judging by 
the actions executed by an application, Kaspersky Anti-Virus makes a decision: is the application potentially 
dangerous or not. So your computer is protected not only from known viruses, but from new ones as well that still 
have not been discovered.  

Network Attack Blocker 

The Network Attack Blocker loads at the operating system startup, and tracks incoming network traffic for activities 
characteristic of network attacks. Once an attempt of attacking the computer is detected, Kaspersky Anti-Virus 
blocks any network activity of the attacking computer towards your computer.  

Anti-Spam 

Anti-Spam integrates into the mail client installed on your computer, and monitors all incoming email messages for 
spam. All messages containing spam are marked with a special header. The option of configuring Anti-Spam for 
spam processing (deleting automatically, moving to a special folder, etc.) is also provided. The component also 
analyzes email messages to detect phishing. 
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Network Monitor 

The component designed to view information about network activity in real-time mode. 

Anti-Banner 

Anti-Banner blocks advertising information located on banners built into interfaces of various programs installed on 
your computer, or displayed online. 

Parental Control 

The Parental Control component monitors the users' access to web resources. The main purpose of Parental Control 
is to restrict access to adult websites dealing with pornography, firearms, drug abuse, provoking cruelty, violence, 
etc., as well as to websites which may lead to wasting time (chat rooms, gaming sites) or money (e-stores, auctions). 

 
 

 

V IRUS SCAN TASKS  

In addition to the constant protection of all the ways that malicious programs can penetrate, it is extremely important to 
periodically scan your computer for viruses. This is necessary in order to rule out the possibility of spreading malicious 
programs that have not been discovered by security components, for example, because the security level was set to low 
or for other reasons. 

The following virus scan tasks are included in Kaspersky Anti-Virus: 

 Object Scan . Scan of objects selected by the user. You can scan any object in the computer's file system. 

 Full Scan . A thorough scan of the entire system. The following objects are scanned by default: system memory, 

programs loaded on startup, system backup, email databases, hard drives, removable storage media and 
network drives. 

 Quick Scan . Virus scan of operating system startup objects. 
 

 

UPDATE  

To block any network attack, delete a virus or other malicious program, Kaspersky Anti-Virus should be regularly 
updated. The Update  component is designed for that purpose. It handles the update of application databases and 

modules used by the application. 

The update distribution service allows saving databases and program modules updates downloaded from Kaspersky Lab 
servers to a local folder and then granting access to them to other computers on the network to reduce network traffic. 
 

PROTECTION OF DATA AN D ONLINE ACTIVITY  

Kaspersky Anti-Virus protects you computer data against malicious programs and unauthorized access, as well as 
ensures the safety of your operations in the local network and in the Internet. 

Protected objects are divided into three groups: 

 Files, personal data, parameters of access to different resources (user names and passwords), information 
about banking cards etc. Protection of these objects is provided by File Anti-Virus and Proactive Defense. 

 Applications installed on your computer and operating system objects. Protection of these objects is provided by 
Mail Anti-Virus, Web Anti-Virus, IM Anti-Virus and Proactive Defense. 

 Online activity: using e-payment systems, email protection against spam and viruses etc. Protection of these 
objects is provided by Mail Anti-Virus, Web Anti-Virus, IM Anti-Virus and Anti-Phishing. 
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WIZARDS AND TOOLS  

Ensuring computer's security is a difficult task that requires the expertise in operating system's features and in ways of 
exploiting its weak points. Besides, the volume and diversity of information about system security makes its analysis and 
processing difficult.  

To facilitate solving specific tasks in providing computer security, a set of wizards and tools was included in the 
Kaspersky Anti-Virus package: 

 Browser Configuration Wizard (see page 120), performing the analysis of Microsoft Internet Explorer browser 
settings and evaluating them, primarily, from the security point of view. 

 System Restore Wizard (see page 121), eliminating traces of a malware object's presence in the system. 

 Privacy Cleaner Wizard (see page 121) searches for and eliminates traces of a user's activities in the system, 
and the operating system's settings which allow gathering of information about the user's activities. 

 Rescue Disk (see page 118), designed to scan and disinfect infected x86-compatible computers. The 
application should be used when the infection is at such level that it is deemed impossible to disinfect the 
computer using anti-virus applications or malware removal utilities. 

 Vulnerability Scan (see page 81), performing computer diagnostics and searching for vulnerabilities in the 
operating system and user applications installed on the computer. 

 Virtual keyboard (see page 117), preventing the interception of data entered at the keyboard. 
 

 

SUPPORT FEATURES OF T HE PROGRAM  

Kaspersky Anti-Virus includes a number of support features. They are designed to keep the application up-to-date, to 
expand its capabilities and to assist you in using the application.  

Data files and reports  

During the application's operation, a report is created for each protection component, scan task, or application 
update task. It contains the information on performed activities and operation results; with them, you will be able to 
learn the details of how any Kaspersky Anti-Virus component works. Should problems arise, you can send the 
reports to Kaspersky Lab so our specialists can study the situation in greater depth and help you as quickly as 
possible. 

Kaspersky Anti-Virus moves all files suspected of being dangerous to the special storage area called Quarantine. 
They are stored there in an encrypted form as to avoid infecting the computer. You can scan these objects for 
viruses, restore them to their initial location, delete them, or add files on your own to the quarantine. All files that 
prove to be not infected upon completion of the virus scan are automatically restored to their initial location. 

The Backup holds copies of files disinfected and deleted by Kaspersky Anti-Virus. These copies are created in case 
it is necessary to restore the files or a picture of their infection. The backup copies of the files are also stored in an 
encrypted form to avoid further infections. 

You can restore a file from the backup storage to the initial location or delete a copy. 

License  

When you purchase Kaspersky Anti-Virus, you enter into a license agreement with Kaspersky Lab which governs the 
use of the application, and your access to application database updates and Technical Support for a specified period 
of time. The term of use and other information required for the application's full functionality are provided in a license. 

Using the License  function you can obtain detailed information about your current license, purchase a new license, 

or renew the existing one. 
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Support   

All registered Kaspersky Anti-Virus users can take advantage of our Technical Support Service. For more details 
about the conditions of service, use the Support  option.  

By following the links you can access the Kaspersky Lab product users' forum, send an error report to Technical 
Support, or give application feedback by completing a special online form.  

Also, you may contact the online Technical Support and Personal User Cabinet services. Our specialists are always 
happy to provide you with telephone support about Kaspersky Anti-Virus. 
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INSTALLING KASPERSKY  ANTI -VIRUS  

Kaspersky Anti-Virus is installed in interactive mode using the Installation Wizard. 

Before beginning the installation, you are advised to close all applications currently running. 

To install Kaspersky Anti-Virus on your computer, run the installation file (file with the .exe extension) on the product CD.  

Installing Kaspersky Anti-Virus from the installation file downloaded via the Internet, is identical to installing the 
application from the CD. 

After that, the Kaspersky Anti-Virus installation package (file with the .msi extension) will be searched for, and if it is 
found, a newer version will be searched for on Kaspersky Lab's servers on the Internet. If the installation package file 
cannot be found, you will be offered to download it. When the download is complete, Kaspersky Anti-Virus installation will 
start. If the download is cancelled, the application installation will proceed in standard mode. 

The installation program is implemented as a standard Windows wizard. Each window contains a set of buttons to control 
the installation process. Provided below is the brief description of their purpose: 

 Next  ï accept the action and move to the next step in the installation process. 

 Back  ï return to the previous step in the installation process. 

 Cancel  ï cancel the installation. 

 Finish  ï complete the application installation procedure. 

Let us take a closer look at each step of the installation procedure. 

IN THIS SECTION : 

Step 1. Searching for a newer version of the application................................................................................................. 21 

Step 2. Verifying that the system satisfies the installation requirements ......................................................................... 21 

Step 3. Selecting the type of the installation .................................................................................................................... 21 

Step 4. Viewing the License Agreement .......................................................................................................................... 21 

Step 5. Kaspersky Security Network Data Collection Statement ..................................................................................... 22 

Step 6. Selecting the destination folder ........................................................................................................................... 22 

Step 7. Selecting application components for the installation .......................................................................................... 22 

Step 8. Using application settings saved after previous installation ................................................................................ 23 

Step 9. Searching for other anti-virus applications .......................................................................................................... 23 

Step 10. Final preparation for installation ........................................................................................................................ 23 

Step 11. Completing the installation ................................................................................................................................ 24 
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STEP 1.  SEARCHING FOR A NEWER  VERSION OF THE 

APPLICATION  

Before the installation, the application searches for a newer version of Kaspersky Anti-Virus on Kaspersky Lab's update 
servers. 

If no newer versions are found on Kaspersky Lab's update servers, the Installation Wizard of current version will be run. 

If a newer version of Kaspersky Anti-Virus is found on the update servers, you will be offered to download and install it. If 
the installation of the newer version is cancelled, the Installation Wizard of current version will be run. If you decide to 
install the newer version, installation files will be distributed to your computer, and the Installation Wizard will start 
automatically. 
 

STEP 2.  VERIFYING THAT THE SY STEM SATISFIES THE 

INSTALLATION REQUIRE MENTS  

Before installing Kaspersky Anti-Virus on your computer, the Wizard checks if the operating system and service packs 
meet the program requirements for installation. Moreover, it checks for required software and for software installation 
rights. 

If any condition is not met, the corresponding notification will be displayed on the screen. In this case, before installing a 
Kaspersky Lab's application, you are advised to install the required service packs using the Windows Update service, 
and all necessary applications.  
 

STEP 3.  SELECTING THE TYPE OF  THE INSTALLATION  

If your system perfectly meets the requirements, and if no newer version of the application is found on Kaspersky Lab's 
update servers, or if you have cancelled installing the newer version, the Installation Wizard of current version of 
Kaspersky Anti-Virus will be run on your computer. 

At this step of installation, you can select the option of Kaspersky Anti-Virus installation which suits you the best: 

 Express installation. If this option is selected (the  Custom installation  box is unchecked), the application will 

be completely installed on your computer with the protection settings recommended by Kaspersky Lab. After the 
installation is complete, the Application Configuration Wizard will start (see page 25). 

 Custom installation. In this case (if the  Custom installation  box is checked), you will be offered to select 

which application components you wish to install, and specify the folder in which the application will be installed, 
and also activate and configure the application with a special wizard. 

If you select the first option, the Application Installation Wizard will offer you to view the License Agreement and the 
Kaspersky Security Network Data Collection Statement. After that, the application will be installed on your computer. 

If you select the second option, you will be asked to enter or to confirm certain information at each step of the installation. 

To proceed with the installation, click the Next  button. To cancel the installation, click the Cancel  button. 
 

STEP 4.  V IEWING THE L ICENSE AGREEMENT  

At this step, you should view the License Agreement being concluded between you and Kaspersky Lab.  

Please read the agreement carefully, and if you accept each of its terms, click the I agree  button. The application 

installation will go on. 

To cancel the installation, click the Cancel  button. 
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STEP 5.  K ASPERSKY SECURITY NETWORK DATA 

COLLECTION STATEMENT  

At this step, you will be offered to take part in the Kaspersky Security Network program. Participating in the program 
consists in sending Kaspersky Lab information about new threats detected on your computer, in sending the unique ID 
number assigned to your computer by Kaspersky Anti-Virus, and the system information. At that, the company 
guarantees that privacy data will not be disclosed.  

View the Kaspersky Security Network Data Collection Statement. If you accept all terms of it, check the  I accept the 
terms of participation in Kaspersky Security Network  box. 

Click the Next  button. The installation will continue. 
 

STEP 6.  SELECTING THE DESTINA TION FOLDER  

This Installation Wizard's step is only available if the custom application installation is running (see section "Step 3. 
Selecting the type of the installation" on page 21). 

At this step of installation, you will be offered to specify the folder in which Kaspersky Anti-Virus will be installed. The 
following path is set by default:  

 <drive>  \ Program Files  \ Kaspersky  Lab \ Kaspersky Anti -Virus 2010  ï for 32-bit systems. 

 <drive>  \ Program Files  (x86) \ Kaspersky Lab  \ Kaspersky Anti -Virus 2010  ï for 64-bit systems. 

You can specify another folder, by clicking the Browse  button, and by selecting the folder in the standard folder selection 

window, or by entering the path to it in the corresponding entry field. 

Please remember that if you enter the full path to the installation folder manually, it should not contain more than 
200 characters or include any special characters. 

To proceed with the installation, click the Next  button.  
 

STEP 7.  SELECTING APPLICATION  COMPONENTS FOR THE 

INSTALLATION  

This Installation Wizard's step is only available if the custom application installation is running (see section "Step 3. 
Selecting the type of the installation" on page 21). 

If the custom installation is selected, you should specify the Kaspersky Anti-Virus components that you wish to install on 
your computer. By default, all Kaspersky Anti-Virus components are selected for the installation, including protection 
components, scan tasks, and update tasks. 

To decide which components you do not wish to install, view the brief information about the component. To do so, select 
the component from the list and read the information about it in the field below. The information includes a brief 
description of component's purpose, and the size of disk space required for its installation. 

To cancel the installation of a component, open the context menu on the icon next to the component's name, and select 
the This feature will become unavailable  item. Note that if you cancel installation of any component you will not be 

protected against a number of hazardous programs. 



 

 

 

 

 

   I N S T A L L I N G  K A S P E R S K Y  A N T I - V I R U S  

 

23  

 

To select a component for the installation, open the context menu on the icon next to the component's name, and select 
the This feature will be installed on the local hard drive  item. 

When you have finished selecting components to be installed, click the Next  button. To return to the default list of 
components to be installed, click the Reset  button. 
 

STEP 8.  USING APPLICATION SET TINGS SAVED AFTER 

PREVIOUS INSTALLATIO N  

At this step, you will be offered to decide if you wish to use protection settings and application databases in your future 
work ï If those have been saved on your computer after the previous version of Kaspersky Anti-Virus had been removed. 

Let us take a closer look at how to enable the features described above. 

If the previous version (build) of Kaspersky Anti-Virus had been installed on your computer, and you have saved the 
application databases after it had been removed, then you can integrate them into the version you are installing. To do 

so, check the  Application data bases  box. Application databases included in the installation package will not be 

copied on your computer. 

To use the protection settings that you have configured in a previous version and saved on your computer, check the 

 Operational settings of the application  box. 
 

STEP 9.  SEARCHING FOR OTHER A NTI -VIRUS 

APPLICATIONS  

At this step, the wizard searches for other anti-virus programs, including other Kaspersky Labôs programs, which may 
conflict with Kaspersky Anti-Virus. 

If any anti-virus applications were detected on your computer, they will be listed on the screen. You will be asked to 
uninstall them before you proceed with the installation. 

You can select the deletion mode (automatic or manual) under the list of detected anti-virus applications.  

If a Kaspersky Lab's application version 2009 is listed among the detected anti-virus applications, you are advised to 
save the key file used by this application when removing it manually. You will be able to use it with an updated version of 
the application. You are also advised to save the quarantine and backup objects; those objects will be automatically 
placed to the quarantine of the updated version of Kaspersky Anti-Virus, and you will be able to continue working with 
them. 

If the application version 2009 is removed automatically, information about the activation will be saved by the application 
and will be used when installing version 2010. 

To proceed with the installation, click the Next  button. 
 

STEP 10.  FINAL PREPARATION FOR  INSTALLATION  

This step completes the preparation for installing Kaspersky Anti-Virus on your computer.  

At the initial and the custom installation (see section "Step 3. Selecting the type of the installation" on page 21) of the 

application, you are not advised to uncheck the  Protect the installation process  box. If any errors occur during the 

application installation, enabling the protection will allow you to perform a correct procedure of installation rollback. When 
you retry the installation, we recommend that you uncheck this box. 
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If the application is being remotely installed using Windows Remote Desktop, you are advised to uncheck the  Protect 
the installation process  box. If this box is checked, the installation procedure may be left unfinished or performed 

incorrectly. 

To proceed with the installation, click the Install  button.  

When installing Kaspersky Anti-Virus components, which intercept network traffic, current network connections will be 
terminated. The majority of terminated connections will be restored after a pause. 

 

 

STEP 11.  COMPLETING THE INSTAL LATION  

The Instal lation complete  window contains information on completing the installation of Kaspersky Anti-Virus on your 

computer. 

The next step is to configure the application in order to ensure the maximum protection of information stored on your 
computer. The Configuration Wizard (see section "Application Configuration Wizard" on page 25) will help you configure 
Kaspersky Anti-Virus quickly and properly.  

Then, click the Next  button to switch to the configuration of the application. 
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GETTING STARTED  

One of the main goals of Kaspersky Lab in creating Kaspersky Anti-Virus was to provide the optimum configuration of the 
application. This allows users with any level of computer literacy to ensure his or her computer's protection immediately 
after the installation without wasting his or her precious time upon the settings.  

For the user's convenience, we have done our best to integrate the preliminary configuration stages into the interface of 
Application Configuration Wizard (see section "Application Configuration Wizard" on page 25) that starts in the end of the 
installation procedure. Following the wizard's instructions, you will be able to activate Kaspersky Anti-Virus, modify the 
update settings, restrict the access to the application using a password, and edit other settings. 

Your computer can be infected with malware before the Kaspersky Anti-Virus is installed. To detect malware, run the full 
computer scan.  

As the result of the malware operation and system failures the settings of your computer can be corrupted. Run the 
vulnerability scan task (see section "Scanning computer for vulnerabilities" on page 30) to detect vulnerabilities in the 
installed software and anomalies in the system settings. 

By the moment of the application installation, databases included in the installation package may become obsolete. Start 
the application update (unless it has been done using the setup wizard or automatically immediately after the application 
had been installed). 

The Anti-Spam component included into the Kaspersky Anti-Virus package uses a self-training algorithm to detect 
unwanted messages. Run the Anti-Spam Training Wizard to configure the component for working with your mail. 

After the completion of the actions described above, Kaspersky Anti-Virus will be ready for the operation. In order to 
evaluate the level of your computer protection, use Security Management Wizard. 

IN THIS SECTIO N : 

Application Configuration Wizard .................................................................................................................................... 25 

Updating the application .................................................................................................................................................. 29 

Scanning computer for viruses ........................................................................................................................................ 30 

Scanning computer for vulnerabilities .............................................................................................................................. 30 

Managing license ............................................................................................................................................................ 30 

Subscribing for the automatic license renewal ................................................................................................................ 31 

Participating in Kaspersky Security Network ................................................................................................................... 32 

Security Management...................................................................................................................................................... 33 

Protection status .............................................................................................................................................................. 34 

Pausing protection ........................................................................................................................................................... 35 
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APPLICATION CONFIGURATION WIZARD  

The Application Configuration Wizard starts after the installation is complete. It is designed to help you configure the 
initial settings of Kaspersky Anti-Virus, based on the features and tasks of your computer. 

The Application Configuration Wizard's interface is a series of steps in windows that you can navigate, using the Back  
button and the Next  link, or close using the Cancel  button. 

DETAILED DISCUSSION O F THE WIZARD STEPS  

Step 1. Activating the application .................................................................................................................................... 26 

Step 2. Selecting protection mode ................................................................................................................................... 28 

Step 3. Configuring application update ............................................................................................................................ 28 

Step 4. Restricting access to the application ................................................................................................................... 28 

Step 5. Selecting threats to be detected .......................................................................................................................... 29 

Step 6. Closing the Wizard .............................................................................................................................................. 29 

 
 

STEP 1.  ACTIVATING THE APPLIC ATION  

The application activation procedure consists in registering a license by installing a key file. Based on the license, the 
application will determine the existing privileges and calculate its term of use. 

The key file contains service information required for Kaspersky Anti-Virus to be fully functional as well as additional data: 

 support information (who provides the support, and where it can be obtained); 

 key file name and number, and the license expiration date. 

You will need an Internet connection to activate the application. 

To obtain a key file at the activation, you should have an activation code. Activation code is provided when you purchase 
the application. You will be offered the following options of Kaspersky Anti-Virus activation: 

 Activate commercial license . Select this activation option if you have purchased a commercial version of the 

application, and you have been provided an activation code. Using this code, you will obtain a key file that 
ensures the access to all the application's features for the entire license term. 

 Activate trial license . Use this activation option if you want to install the trial version of the application before 

making the decision to purchase a commercial version. You will be provided a free key file valid for a term 
specified in the trial version license agreement. 

 Activate later . If you select this option, the Kaspersky Anti-Virus activation stage will be skipped. The 

application will be installed on your computer and you will have access to all program features except updates 
(only one application update will be available, immediately following installation). The Activate later  option is 

only available at the first start of Activation Wizard, immediately after the application installation. 

If Kaspersky Anti-Virus has been installed and then removed with activation information saved, this step will be skipped. 
In this case, Configuration Wizard will automatically receive information about the existing license which will be displayed 
in the wizard window (see page 27). 
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SEE ALSO : 

Activating the commercial version ................................................................................................................................... 27 

Activating trial version...................................................................................................................................................... 27 

Completing activation ...................................................................................................................................................... 27 

 
 

ACTIVATING THE COMMER CIAL VERSION  

If you select this option, the application will be activated from a Kaspersky Lab's server that requires an Internet 
connection. 

Activation is performed by entering an activation code that you receive by email when you purchase Kaspersky Anti-Virus 
via the Internet. If you purchase the application in a box (retail version), the activation code will be printed on the 
activation card.  

The activation code is a sequence of digits divided by hyphens into four groups of five symbols without spaces. For 
example, 11111-11111-11111-11111. Note that the code should only be entered in Latin characters. 

Activation Wizard establishes connection with a Kaspersky Lab's activation server on the Internet, and sends it your 
activation code, after which the code is verified. If the activation code has passed the verification successfully, the Wizard 
receives a key file which then will be installed automatically. The activation process completes accompanied by a window 
with detailed information about the purchased license. 

If you activate the subscription, information about the subscription status will also be available in addition to the 
information mentioned above (see section "Subscribing for the automatic license renewal" on page 31). 

If the activation code has not passed the verification, you will see the corresponding message on the screen. In this case, 
you should contact the software vendor you have purchased Kaspersky Anti-Virus from, for information. 

If the number of activations with the activation code has been exceeded, the corresponding notice will pop up on the 
screen. Activation process will be interrupted, and the application will offer you to contact Kaspersky Lab's Technical 
Support service. 

If any errors have occurred when connecting to an activation server, and if you cannot obtain a key file, please contact 
the Technical Support Service. 
 

ACTIVATING TRIAL VERS ION  

Use this activation option if you want to install a trial version of Kaspersky Anti-Virus before making the decision to 
purchase a commercial version. You will be provided a free key file valid for a term specified in the trial version license 
agreement. When the trial license is expired, it cannot be activated for the second time. 

If any errors have occurred when connecting to an activation server, and if you cannot obtain a key file, please contact 
the Technical Support Service. 
 

COMPLETING ACTIVATION  

The Activation Wizard will inform you that Kaspersky Anti-Virus has been successfully activated. Additionally, information 
about the license is provided: license type (commercial, trial, etc.), expiration date, and number of hosts for the license. 

If you activate the subscription, information about the subscription status will be displayed instead of the key expiration 
date (see section "Subscribing for the automatic license renewal" on page 31). 
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STEP 2.  SELECTING PROTECTI ON MODE  

Select the protection mode provided by Kaspersky Anti-Virus. 

Two modes are available: 

 Automatic. If any important events occur, Kaspersky Anti-Virus will automatically perform the action 
recommended by Kaspersky Lab's experts. Once a threat is detected, the application will attempt to disinfect the 
object; if it fails, the application will delete it. Suspicious objects will be skipped without processing. Pop-up 
messages inform the user about new events. 

 Interactive. In this mode the application reacts to events in the manner you have specified. Once an event 
requiring your attention occurs, the application displays notifications (on page 130) which offer you to select an 
action. 

Notifications about the detection of an active infection will be displayed regardless of the protection mode selected. 

 

 

STEP 3.  CONFIGURING APPLICATI ON UPDATE  

This step of the Application Configuration Wizard will be skipped if you have selected the quick install mode. The 
application settings edited at this step will be assigned the default values. 

The quality of your computer's protection depends directly on regular updates of the databases and application modules. 
In this window, the Configuration Wizard asks you to select the Kaspersky Anti-Virus update mode and to edit schedule 
settings. 

 Automatic update . Kaspersky Anti-Virus checks the update source for update packages at specified intervals. 

Scanning frequency can be increased during anti-virus outbreaks and decreased when there are none. Having 
discovered new updates, the program downloads and installs them on the computer. This is the default mode. 

 Scheduled updates  (time interval may change depending on the schedule settings). Updates will run 

automatically according to the schedule created. You can alter the schedule settings in the window that will open 
by clicking the Settings  button. 

 Manual updates . If you select this option, you will run application updates on your own. 

Note that the databases and application modules included with the installation package may be outdated by the time you 
install Kaspersky Anti-Virus. You are advised to obtain the latest updates of Kaspersky Anti-Virus. To do so, click the 
Update now  button. In this case the application will download the necessary updates from update servers, and install 

them on your computer. 

If the databases, included in the installation package, are outdated, the update package can be large and it can cause the 
additional internet traffic (up to several tens of Mb). 

If you wish to switch to editing the update settings (i.e. selecting the resource from which the updates will be downloaded, 
the user account used to run the update process, and enabling the service of update distribution into a local source), click 
the Settings  button (see section "Update" on page 85). 
 

STEP 4.  RESTRICTING ACCESS TO  THE APPLICATION  

This step of the Configuration Wizard of Kaspersky Anti-Virus will be skipped if you have selected the quick install mode. 
The application settings edited at this step will be assigned the default values. 

Since a personal computer may be used by several people with different levels of computer literacy, and since malicious 
programs can disable protection, you have the option of password-protecting access to the application Kaspersky Anti-
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Virus. Using a password can protect the application against unauthorized attempts to disable protection or modify the 
settings of Kaspersky Anti-Virus. 

To enable password protection, check the  Enable password protection  box and fill in the New password  and 
Confirm new password  fields.  

Below, specify the area that you want to protect with a password: 

  App lication settings configuration  ï the password will be requested when the user attempts to save 

changes to the settings of Kaspersky Anti-Virus. 

  Exiting the application  ï the password will be requested when the user attempts to exit the application. 
 

 

STEP 5.  SELECTING THREATS TO BE DETECTED  

This step of the Application Configuration Wizard will be skipped if you have selected the quick install mode. The 
application settings edited at this step will be assigned the default values. 

At this step, you can select the threat categories to be detected by Kaspersky Anti-Virus. Kaspersky Anti-Virus always 
detects programs that are capable of damaging your computer, including viruses, worms and Trojans.  
 

STEP 6. CLOSING THE WIZARD  

The last window of the Wizard will inform you of a successful completion of application installation. To start working with 

Kaspersky Anti-Virus, make sure that the  Run Kaspersky Anti -Virus  box is checked, and click the Finish  button. 
 

UPDATING THE APPLICAT ION  

You will need an Internet connection to update Kaspersky Anti-Virus. 

Kaspersky Anti-Virus installation package includes the databases, which contain threat signatures. At the moment 
Kaspersky Anti-Virus is installed these databases may be obsolete, since Kaspersky Lab updates both the databases 
and application modules on a regular basis.  

When Application Configuration Wizard is active, you can select the update startup mode (see section "Step 3. 
Configuring application update" on page 28). By default, Kaspersky Anti-Virus automatically checks for updates on 
Kaspersky Lab's update servers. If the server contains a fresh set of updates, Kaspersky Anti-Virus will download and 
install them in the silent mode. 

If the databases, included in the installation package, are outdated, the update package can be large and it can cause the 
additional internet traffic (up to several tens of Mb). 

To keep your computer's protection up to date, you are advised to update Kaspersky Anti-Virus immediately after the 
installation. 

 To update Kaspersky Anti-Virus by yourself, please do the following:  

1. Open the main application window. 

2. Select the My Update Center  section in the left part of the window. 

3. Click the Start update  button. 
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SCANNING COMPUTER FOR  VIRUSES  

Developers of malware make every effort to conceal the actions of their programs, and therefore you may not notice the 
presence of malware on your computer. 

Once Kaspersky Anti-Virus is installed on your computer, it automatically performs the Quick scan  task on your 

computer. This task searches for and neutralizes harmful programs in objects loaded during operating system startup. 

Kaspersky Lab's specialists also recommend that you perform the Full scan  task. 

 To start a virus scan task, perform the following actions: 

1. Open the main application window. 

2. In the left part of the window, select the Scan My Computer  section. 

3. Click the Start Full Scan  button to start the scan. 
 

 

SCANNING COMPUTER FOR  VULNERABILITIES  

The settings of your operating system can become corrupted by system failures, or by the activities of malicious 
programs. Additionally, user applications installed on your computer can have vulnerabilities which intruders can use to 
damage your computer.  

In order to detect and eliminate such problems, you are advised to launch the Vulnerability Scan task (see page 81) after 

you have installed the application. During task execution the search is performed for vulnerabilities in installed 
applications, as well as for damages and anomalies in the operating system and browser settings. 

 To start the vulnerability scan task: 

1. Open the main application window. 

2. In the left part of the window, select the Scan My Computer  section. 

3. Click the Open Vulnerability Scan window  button. 

4. In the window that will open, click the Start Vulnerability Scan  button. 
 

 

MANAGING LICENSE  

Kaspersky Anti-Virus needs a key file to operate. A key file is provided using the activation code obtained when 
purchasing the application, it ensures the right to use it since the date of activation. The key file contains information 
about the license: the type, the expiration date, and the number of hosts. 

Without a key file, unless a trial version of the application has been activated, Kaspersky Anti-Virus will run in the mode 
allowing only one update. The application will not download any new updates. 

If a trial version of the program has been activated, after the trial period expires, Kaspersky Anti-Virus will not run. 

When the commercial license expires, the application will continue working, except that you will not be able to update 
databases. As before, you will be able to scan your computer for viruses and use the protection components, but only 
using the databases that you had when the license expired. We cannot guarantee that you will be protected from viruses 
that surface after your application license expires. 

To avoid infecting your computer with new viruses, we recommend extending your license for Kaspersky Anti-Virus. Two 
weeks prior to the license expiration the application will notify you about it. During some time a corresponding message 
will be displayed each time the application is launched. 
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Information about the license currently in use is displayed in the License manager  window: its type (commercial, 

commercial with subscription, commercial with protection subscription, trial), the maximum number of hosts, the 
expiration date, and the number of days remaining. Information about the license expiration will not be displayed if a 
commercial license with subscription or commercial license with protection subscription is installed (see section 
"Subscribing for the automatic license renewal" on page 31). 

To view the provision of the application license agreement, click the View End User License Agreement  button. To 

delete the key file, click the  button to the right of the license whose key file you wish to delete. To activate a new 
license, click the Activate new license  button. 

Using the Purchase license  (Renew license ) button, you can proceed with purchasing (renewing) the license in 

Kaspersky Lab's e-Store. 

Kaspersky Lab has regular special pricing offers on license extensions for our products. Check for special offers on the 
Kaspersky Lab website, in the Products & Services  Ą Sales and special offers  section. 

 

 

SUBSCRIBING FOR THE A UTOMATIC LICENSE RE NEWAL  

The subscription allows renewing the license automatically. To activate the subscription, you will need an activation code 
which you can obtain from an online store when purchasing Kaspersky Anti-Virus.  

If you have already had an activated license with limited term at the moment of subscription activation, it will be 
substituted with the subscription license. To cancel the subscription, contact the online store from which you have 
purchased Kaspersky Anti-Virus. 

The following options are used to designate the subscription status: 

 Being defined. Your request to activate the subscription has not yet been processed (some time is required for 
processing the request at the server). Kaspersky Anti-Virus works in a full-functional mode. If after a certain 
period of time the subscription request has not been processed, you will receive notification that the update of 
subscription status has not been performed. In this case the application databases will not be updated any 
longer (for license with subscription), as well as the computer protection will not be performed (for license with 
protection subscription). 

 Activated. The subscription has been activated with no fixed term, or for a certain period of time (subscription 
expiration date is defined). 

 Renewed. The subscription has been renewed with no fixed term, or for a certain period of time. 

 Error. An error has occurred when updating the subscription status. 

 Expired. Grace period. Subscription expired, or status renewal term expired. If the status renewal term has 

expired, update the subscription status manually. If the subscription has expired, you can renew it, by contacting 
the online store from which you had purchased Kaspersky Anti-Virus. To use a different activation code, first you 
should delete the key file for the subscription you are currently using. 

 Expired. Grace period expired. Subscription expired, or grace period for license renewal expired. Please contact 

your subscription provider to purchase a new subscription, or to renew the existing one. 

 Subscription cancellation. You cancel the subscription for the automatic license renewal. 

 Update is required. Subscription status has not been updated at the proper time for any reason. Use the Update 
subscription status  button to update the status of subscription. 

 Suspended. Subscription for the automatic license renewal has been suspended.  

 Resumed. Subscription has been resumed. 
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If the subscription validity period has elapsed as well as the grace period during which license can be renewed 
(subscription status ï Expired) Kaspersky Anti-Virus will notify you about it and will stop its attempts to renew license 
automatically. For license with subscription the functionality of the application will retain except for the databases update 
feature. For license with protection subscription the application databases will not be updated, computer protection will 
not be performed and scan tasks will not be executed. 

If, for any reason, the license was not renewed in time (subscription status ï Update is required), for example the 
computer was off during the entire time while the license renewal was available, you can renew its status manually. Until 
the moment of the subscription renewal Kaspersky Anti-Virus ceases to update the application databases (for license 
with subscription), as well as stops to perform the computer protection and to execute scan tasks (for license with 
protection subscription). 

When using the subscription, you will not be able to use another activation code to renew the license. This option will only 
be available after the subscription expires (subscription status ï Expired). To renew the license, you will be provided a 
grace period, during which the application functionality will be preserved. 

When you use subscription and reinstall the application on your computer, you will need to activate the product again 
manually using the activation code you obtained when you purchased the application.  

Depending on the subscription provider, the set of available actions to be performed on the subscription may vary. Also, 
the grace period when license renewal is available, will not be provided by default. 

 
 

 

PARTICIPATING IN K ASPERSKY SECURITY NETWORK  

A great number of new threats appear worldwide on a daily basis. To facilitate the gathering of statistics about new 
threats, their source and to help in developing methods to be used for their elimination, Kaspersky Lab invites you to use 
the Kaspersky Security Network service. 

The use of the Kaspersky Security Network involves sending the following information to Kaspersky Lab: 

 A unique identifier assigned to your computer by Kaspersky Anti-Virus, which characterizes the hardware 
settings of your computer and does not contain any information. 

 Information about threats detected by application's components. The information's structure and contents 
depend on the type of the threat detected.  

 Information about the system: operating system's version, installed service packs, services and drivers being 
downloaded, versions of browsers and mail clients, browser extensions, version number of the Kaspersky Lab's 
application installed. 

Kaspersky Security Network also gathers extended statistics, including information about: 

 executable files and signed applications downloaded on your computer; 

 applications run on your computer. 

The statistical information is sent once application updating is complete. 

Kaspersky Lab guarantees that no gathering and distribution of users' personal data is performed within Kaspersky 
Security Network. 

 To configure the statistics sending settings: 

1. Open the application settings window. 

2. Select the Feedback  section in the left part of the window. 

3. Check the  I agree to participate in Kaspersky Security Network  box to confirm your participation in 

Kaspersky Security Network. 
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SECURITY MANAGEMENT  

The computer protection status indicates problems in computer protection (see section "Main window of Kaspersky Anti-
Virus" on page 38), which is displayed by changes in the color of the protection status icon, and of the panel on which the 
icon is located. Once problems appear in the protection system, you are advised to fix them immediately. 

 

Figure 1: Current status of the computer protection 

You can view the list of problems occurred, their description, and possible methods of resolving, on the Status  tab 

(see figure below); you can select it by clicking on the status icon or on the panel on which it is located (see figure 
above). 

 

Figure 2: Solving security problems 


































































































































































































































































































































